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Understanding Code

Requirements

Implementation

Verification

Maintenance
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Requirements

Maintenance accounts for about

70-90%

of the total lifecycle budget of a
Implementation software projectt-?

Verification

1. T. M.PigoskiPractical Software Maintenance:
Best Practices for Managing Your Software
Investment John Wiley & Sons, Inc., 1996. M E

alntenance
2. R. CSeacordD.Plakoshand G. A. Lewis.
Modernizing Legacy Systems: Software
TechnologiesEngineering Process and Business
Practices. AddiseiVesley Longman Publishing
Co.,Inc., Boston, MA, USA, 2003.
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Requirements

Reading Codis the most
time consuming part of all
T maintenance activitie$:*>

Verification

Maintenance

3. L. EDeimelJr.The uses of program reading
SIGCSE Bull., 17(2):%, 1985.

4. R. Glas$:acts and Fallacies of Software
EngineeringAddisornWesley, 2003.

5. SRugaberThe use of domain knowledge in Readmg COde

program understandingAnn.Softw Eng.,(1
4):143192, 2000.




Understanding Code @

oUnderstanding codes by farthe
activity at which professional
RSOSt 2LISNA A4ALISY R

Writing New
Code

6. PeterHallam What Do Programmers
Really Do Anywayflicrosoft Developer
Network (MSDNg C# Compiler. Jan 2006.




Reading Code Is the most

Poorly Understood
Software Engineering activity?

7. D.ParnasSoftware agingIn Software Fundamentals. Addison
Wesley, 2001.

8. D.ZokaitiesWriting understandable codén Software
Development, pages 449, jan 2002.
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Cap-e/*

4,387

Reading Code is the most

Poorly Understood
Software Engineering activity.

m all m program understanding

780

ICSE PLDI
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Model

A Based on a complex combination of factors
Evaluate

A Lack of established metrics/baselines

A User studies are unattractive



Machine Learningllows us to combine
many semanticallghallow feature®f code
to gain newdeep insights

PL Techniqueean be adapted to generate
documentation artifacts that ardirectly
comparablgo human created ones.

Two Key Insights



We can combine insights fromMachine
Learningand Programming Languagde

A Model aspects of code understanding
accuratelyand

A Generateoutput that compares favorably
with human documentation.

Thesis
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ProposalThree Dimensions of Understanding

()

Readability  Runtime Behavior Documentation




ProposalThree Dimensions of Understanding

Readability  Runtime Behavior Documentation

Textual characteristics  Structural characteristics Non-code textthat
that make code that help developers helps developers
understandable. understandwhat a understanda program.

program is expected to do.



Understanding Code
Research Projects

Metrics for:
A Code Readability

A Path Execution Frequency
Algorithms for Documentation of:

A Exceptions
A Code Changes
A APIs




New algorithms and metrics to support:

A Software Development and Composition
I Metricsfor Software Quality Assurance
I Automatic Documentation

A Software Analysis

I Runtime Behaviomodel for optimizing
compilers

I Metrics fortargeting analysegrioritizing
output, andevaluating research

Broader Impact



The rest of this proposal

A A review of each proposed contribution
I Technical Merit

I Evaluation Strategy
I Related Work

A Research timeline and other bookkeeping
A Concluding Remarks
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Metrics for:

A Code Readabilit L{{ e @vnys  wun
A Path Execution Frequene@» L/ (s wno
Algorithms for Documentation of:

A Exceptions L{{¢! Wny

A Code Change®»

A AP1s® Published
In Progress
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Metrics for:

A Code Readability® L  { ¢ 1 @vays wun

A Path Execution Frequene@ L/ (s wn o
Algorithms for Documentation of:

A ExceptionsS@ L (¢! wny

A Code Change®

A AP 4> Published
In Progress
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/**
* Extend this Execution path by one level.
*

* @throws lllegalStateException If the move path invalid..
*/
private  List< ExecutionPath >extend ( ExecutionPath ep)

{
paths = new LinkedList <ExecutionPath >(); [

Unit last = ep.getlast () @ R e ad ab I I Ity

List<Unit> succs = graph.getSuccsOf  (last); @

/lthis is the end of the path

(o sy 0 . ——2 Model human judgments
ep.setComplete  (true); age
pers (o) I 8 about code readability

: 3

if ( succs.size ()==1) .

C e aeson @ o Cregte a readability
|{f( ep.contains  (s)) ® ) mEt“C

/Ido nothing
Llse
{
epacdLast (3) @ Key:Use textual

if (  graph.getTails ().contains(s))

compete (100 features toapproximate
ep.set omp ete true); ]
} human judgments
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Hypothesis

With a simple set afextual features we can derive
from a set ofhuman judgmentanaccurate modeof
readability for code.

Success depends on
——g\ Gathering human judgments
——& Choosing predictive textual features
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Data Gathering
A We asked 120 students BfVato rate the

NEII RFoAfAOGEe 2F | asi

* Computes factorial with recursion
public int factorial( int integer )
{

if{ integer < 1 )

retaorn 0O;

if({ integer == 1)
retorn 1;

retuorn integer * factorial( integer - 1 };

Snippet Pack demo: 2 of 4

ER|EREREREN

—0O
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Understanding Code : Readability

100 snippets




Understanding Code : Readability A
Choosing predictive textual features

We choosdocalcode features
ALine length
A Length of identifier names
A Comment density
A Blank lines
A Presence of numbers
Aland 20 others]

Modeled with a Bayesian Classifier

I
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Model

PerfOl‘man ce as much as they agree witl

each other on average

Model agrees with humans

0.9 -

)
O o8-
- 0
qg$ 0.7 |
03) & our metric
= E 0.6 -
_fé’ 5]
>
o ® 5. average human
IS
© & o
S
c Q 037
T ¢
£ s 0.2 -
=
0 3
O 0.1 -
0 c
C
S | | | | |
0 20 40 60 80 100 120

Human Annotatorgsorted)
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Related Work

A Readability metrics for natural languages
I Very popular, DOD standards etc

A In the software domain

I Complexity metrics (often used, but utility Is
guestionable)
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Conclusions

We can automatically judge readabillity
about as well as thaveragehuman can

This notion of readability shows significant
correlation with:

ACode churn
AA bug finder
AProgram maturity
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Metrics for:
A Code Readabilitf® L ( { ¢ @uwnys wus

A Path Execution Frequeng@ L/ (s wno
Algorithms for Documentation of:

A ExceptionsS@ L (¢! wny
A Code Change®

A AP|s® ® Published
In Progress
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/**
* Extend this Execution path by one level.
*

* @throws lllegalStateException If the move path invalid..
*/

private  List< ExecutionPath >extend ( ExecutionPath ep)
{

paths = new LinkedList <ExecutionPath >();

Unit last = ep.getLast  ();

List<Unit> succs = graph.getSuccsOf  (last); R u n ti m e B e h aVi O r

/lthis is the end of the path
if  (succs.isEmpty ()
{

ep.setComplete  (true );
paths.add ( ep);
eturn  paths;

}

if (succs.size ()==1)

____e Model path execution
frequency statically

Units = succs.get  (0);
if (ep.contains (s))

/[do nothing
}

else

{
ep.addLast (s);

if  (graph.getTails ().contains(s))

Key:Use path surface
features to uncover
developer expectations

ep.setComplete  (true );
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Key ldea

Developers often havexpectationsabout
common and uncommon cases in programs

Thestructureof code they write can
sometimes reveal these expectations
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Intuition
'public  V put(Kkey,V  value) |
: { : L Exception :
| i (value == null ) |
| throw new Exception(); |
I I
¢ II if  ( count >= threshold ) Invocation tha_t changes
: rehash(): a lot of the object stlate
I I
: index =  key.hashCode () % length; :
I I
| table[index] = new Entry(key, value); |
| computation |
: return  value; :
| } |
- - J

*simplified fromjava.util. HashTablgk6.0
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Hypothesis

We canaccuratelypredict the runtime
frequency of progranpathsby analyzing
their staticsurface features

Goal:

A Know what programs ariéelyto do without
having to run them (produce #tatic profilg
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Applications for Static Profiles

Indicative (dynamic) profiles are often unavailable

Profile information can improve many analyses
A Profile guided optimization
A Complexity/Runtime estimation

A Anomaly detection

A Significance of difference between program
versions

A Prioritizing output from other static analyses
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Approach

Model path with a set of features that may
correlate with runtimepath frequency

Learnfrom programdor which we have
Indicative workloads, we used a Logistic
Regression

Predictwhich pathsare most or
least likely In other programs
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Evaluation

100%

90%

80%

70%

60%

50%

40%

30%

20%

10%

Time spent on paths

0%

Choosé%of all paths
and get50%o0f
runtime behavior

~ Ranking by our

/

/

/

/

L~

0%

5% 10% 15% 20% 25% 30% 35% 40% 45%

Percent of all paths selected

50%

metric

Baseline: random
ranking
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— Ranking by our
metric

Baseline: random
— ranking

Evaluation

100%
7y % - R
= 90% \
S 80% Choosel path per |
o method and ge®4%
c of runtime behavior
O 60% ——
‘E 50%
3 40% /
g 30% /
E 20% /
i: 10% /

0% +—"= . .

0 1 2 3 4 5 6 7 8 9

10

Number of paths selected per

method
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Related Work
A Static Branch Prediction [Balll&rusQ coH 6

I For each branch, which direction is most likely
I In a direct comparison, our tool is better
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Conclusion

——a\ A formal model that statically predicts
relative dynamic path execution frequencies

——\ The promise of helping other program
analyses and transformations
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L@
U

Algorithms for Documentation of:
A Exceptions L{{¢! Wny
A Code Change®

A APIs > Published
In Progress
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/**
* Extend this Execution path by one level.
/**

* Extend this Execution path by one level. ®

*

* @throws  lllegalStateException If the move path invalid..

/**

* Exti %
*

* @tt private  List< ExecutionPath >extend ( ExecutionPath ep)

220

private paths = new LinkedList <ExecutionPath >();

{ c Unit last = ep.getLast  ();

List<Unit> succs = graph.getSuccsOf  (last);

| /lthis is the end of the path @
if  (succs.isEmpty ()
/] {

ep.setComplete  (true );
paths.add ( ep);

Documentation
Generatefor:

® Exceptions

T APIs

{ return  paths;
}
} if (succs.size ()==1)
{
i Units = succs.get  (0);
{ if (ep.contains (s))
/Ido nothing @
}
else
{

ep.addLast (s);
if (graph.getTails ().contains(s))

ep.setComplete  (true );

}

¢ Version Changes

Key:Use symbolic
execution and
summarization
heuristics to generate
humanreadable
results.




Understanding Code : Documentation

Use

A For Internal Developers

i Easiertceeptrack2 ¥ gKIF 01 Qa 3J2Ay 3T 2
A For Maintenance and Testing

| Easier taeadold code.

A For External Developers
I Easier tantegrateoff-the-shelf softwardibraries
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Three Types dDocumentation

—\Exceptions
—\Code Changes
—AAPIs




Understanding Code : Documentation

| & : :
P @throws Exception If the value is null

*/
public V put(K key , V value) |
{

it (value == null ) 13he?t practlt(_:e dICtr?ter
throw new Exception(); & bea dg)éfl?rl][)elr?tgzs ou
if  ( count >= threshold )
rehash();

|
|
|
|
|
|
|
|
|
|
|
|
|
: index =  key.hashCode () % length;
|

|

*simplified fromjava.util. HashTablgk6.0
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| & : :
P @throws Exception If the value is null

*/
public V put(K key , V value) |
{

. L Best practice dictates
it (value == null ) .
throw new Exception(): - that exceptions shoulc
’ be documented
if  ( count >= threshold ) I

rehash(); e- Does this method

| throw an exception?

index = key.hashCode () % le

*simplified fromjava.util. HashTablgk6.0
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Importance

Mishandling or Not handling can lead to:
A Security vulnerabilities

A May disclose sensitive implementation
detalls

A Breaches of API encapsulation

A Any number of minor to serious system
fallures

]
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Hypothesis

Mechanical documentation of exceptions can

be at least as goo@shuman on average.

AMore complete
AMore accurate

We extract paths tehrow statements and
use symbolic execution fpenerate path
predicates
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Examples

A Sometimes we doetter:

Worse: 1id == null
(Us) Better: id is null or id.equals("")

A Sometimes we do about theame

Same: has an insufficient amount of gold.
(Us) Same: getPriceForBuilding() > getOwner().getGold()

A Sometimesve doworse:

Better: the queue is empty
(Us) Worse: private variable m_Head is null
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Key Results

Our documentation is
as good as human over
80%o0f the time

.




