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ÅException Handling Challenges

ÅA look at existing practice

ÅAlgorithm for Automatic Documentation

ÅEvaluation

ÅConclusions
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EXCEPTIONS

ÅLanguage  construct for transferring control 
to a place where an event can be handled

Å2 General Cases

ÁLegitimate environmental events

ωe.g., the disk is full

ÁChecking invariants or preconditions

ωe.g., argument must not be null
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IMPORTANCE

ÅaƛǎƘŀƴŘƭƛƴƎ ƻǊ bƻǘ ƘŀƴŘƭƛƴƎ Ŏŀƴ ƭŜŀŘ ǘƻΧ

ÁSecurity vulnerabilities

ωMay disclose sensitive implementation details

ÁBreaches of API encapsulation

ωMight want to change exceptions later

ÁAny number of minor to serious system 
failures
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ÅSolution 1: No exceptions. Total functions 
only.

ÅSolution 2Υ tǊŜǘŜƴŘ ŜȄŎŜǇǘƛƻƴǎ ŘƻƴΩǘ 
happen.

ÅSolution 3: Keep track of all exceptions and 
handle them appropriately.



@slide 6

AN EXAMPLE

/**

* Moves this unit to america.

*

* @exception IllegalStateException If the move is illegal.

*/

public void moveToAmerica() {

if (!(getLocation() instanceof Europe)) {

throw new IllegalStateException("A unit can only be "

+ "moved to america from europe.");

}

setState(TO_AMERICA);

// Clear the alreadyOnHighSea flag

alreadyOnHighSea = false;

}
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/**

* Moves this unit to america.

*

* @exception IllegalStateException If the move is illegal.

*/

public void moveToAmerica() {

if (!(getLocation() instanceof Europe)) {

throw new IllegalStateException("A unit can only be "

+ "moved to america from europe.");

}

setState(TO_AMERICA);

// Clear the alreadyOnHighSea flag

alreadyOnHighSea = false;

}

AN EXAMPLE

Hereôs one spot

When does this throw 

an exception?
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/**

* Moves this unit to america.

*

* @exception IllegalStateException If the move is illegal.

*/

public void moveToAmerica() {

if (!(getLocation() instanceof Europe)) {

throw new IllegalStateException("A unit can only be "

+ "moved to america from europe.");

}

setState(TO_AMERICA);

// Clear the alreadyOnHighSea flag

alreadyOnHighSea = false;

}

AN EXAMPLE

Must check here

and here

When does this throw 

an exception?
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FURTHER DIFFICULTIES

ÅNeed to check all the methods 
that are reachable

ÅWith subtypingand dynamic 
dispatch there could be many 
implementationsof a method

ÅAnd what happens as the 
system evolves?
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DOCUMENTATION: WHY?

ÅFor Developers

Á9ŀǎƛŜǊ ǘƻ ƪŜŜǇ ǘǊŀŎƪ ƻŦ ǿƘŀǘΩǎ ƎƻƛƴƎ ƻƴ

ÅFor Maintenance

Á90% of the total cost of a typical software project

Á40% - 60% of maintenance is spent studying existing 
software

ÅFor Users

ÁEasier to integrate existing software libraries
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ALOOK AT EXISTING PRACTICE

ÅWhen do exceptions get documented?

ÅAre exceptions documented consistently?

We answer these questions by looking at 
existing JavaDocŀƴƴƻǘŀǘƛƻƴǎΧ



@slide 12

SOME TERMS

ÅException Instance
ÁAn Exception type and a method that can 

propagateit

ÁEach exception instance is an opportunity for 
a documentation

ÅDepth of an Exception Instance
ÁMinimum number of dynamic method 

invocations between the Exception Instance 
and a throw statement of its type

ÁIntuitively, greater depth implies harder to 
figure out
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BENCHMARKS

Program Name Application Domain kLOC

Azureus Internet File Sharing 470

DrJava Development 131

FindBugs Program Analysis 142

FreeCol Game 103

hsqldb Database 154

jEdit Text Editor 138

jFreeChart Data Presentation 181

Risk Game 34

tvBrowser TV guide 155

Weka Machine Learning 436

Total 1944
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DOCUMENTATION: WHEN DOES IT 
HAPPEN?
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DOCUMENTATION: 
CONSISTENCY
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/**

* Moves this unit to america.

*

* @exception IllegalStateException If the move is illegal.

*/

public void moveToAmerica() {

if (!(getLocation() instanceof Europe)) {

throw new IllegalStateException("A unit can only be "

+ "moved to america from europe.");

}

setState(TO_AMERICA);

// Clear the alreadyOnHighSea flag

alreadyOnHighSea = false;

}

AN EXAMPLE

Can we do better?
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/**

* Moves this unit to america.

*

* @exception IllegalStateException thrown when   

* getLocation() is not a Europe

*/

public void moveToAmerica() {

if (!(getLocation() instanceof Europe)) {

throw new IllegalStateException("A unit can only be "

+ "moved to america from europe.");

}

setState(TO_AMERICA);

// Clear the alreadyOnHighSea flag

alreadyOnHighSea = false;

}

AN EXAMPLE
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HYPOTHESIS

ÅWe can create an automatic tool that 
documents exceptions better than 
developers have

ÁBetter?

ωMore complete

ωMore precise
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THE ALGORITHM

ÅA simple example: main()

{

if( x < 0 )

throw new Exception();

else

sub( x );

}

sub( int n )

{

if( n == 4 )

throw new Exception();

}
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THE ALGORITHM

ÅFind the throw 
statements

main()

{

if( x < 0 )

throw new Exception();

else

sub( x );

}

sub( int n )

{

if( n == 4 )

throw new Exception();

}
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THE ALGORITHM

ÅLink method 
invocations to 
possible targets

ÁWe use an off-the-
shelf call graph 
generator

main()

{

if( x < 0 )

throw new Exception();

else

sub( x );

}

sub( int n )

{

if( n == 4 )

throw new Exception();

}
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THE ALGORITHM

ÅDetermine which 
methods can throw 
which exceptions

ÁUse a fixpoint
worklist to deal 
with cycles

main() {Exception}

{

if( x < 0 )

throw new Exception();

else

sub( x );

}

sub( int n ) {Exception}

{

if( n == 4 )

throw new Exception();

}
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sub( int n ) {Exception}

{

if( n == 4 )

throw new Exception();

}

main() {Exception}

{

if( x < 0 )

throw new Exception();

else

sub( x );

}

THE ALGORITHM

ÅEnumerate control 
flow paths that can 
lead to exceptions

ÁWork backward 
from exception 
throwing 
statements
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THE ALGORITHM

ÅSymbolically 
execute paths, 
record predicates

sub( int n ) {Exception}

{

if( n == 4 )

throw new Exception();

}

main() {Exception}

{

if( x < 0 )

throw new Exception();

else

sub( x );

}
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THE ALGORITHM

ÅPredicates along 
the path become 
the documentation

@throws Exception if

x < 0 OR (x >= 0 AND x==4)

main()

{

if( x < 0 )

throw new Exception();

else

sub( x );

}

@throws Exception if

parameter:n == 4

sub( int n )

{

if( n == 4 )

throw new Exception();

}
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EXPERIMENTAL SETUP

ÅBaseline: Existing JavaDocs

Á10 Benchmarks from  earlier

Á~950 documentations 

ÅRun tool on each program and create pairs

Á<tool doc, existing doc>

ÅBin each in: Worse, Same, Better
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EXAMPLES

ÅSometimes we do better:

ÅSometimes we do about the same:

ÅSometimeswe do worse:
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RESULTS
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LIMITATIONS

Å9ȄŎŜǇǘƛƻƴǎ ǘƘŀǘ ǎŜŜƳ ǇƻǎǎƛōƭŜ ŀǊŜƴΩǘ ǊŜŀƭƭȅ

ÁBetter call graph

ÅExceptions contexts are deep and complex

ÁCould be a symptom of bad design

ÁMight want to ignore certain types or threshold depth

ÅSame exception type stands for many error 
conditions

ÁIncrease granularityof exception type hierarchy
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CONCLUSION

ÅMany exception instances remain poorly or 
not documented in practice

ÅOn average, we do at least as well as humans 
83% of the time and are fully automatic

ÅWe can scale to large programs 

ÁAzureus has 470 kLOC, tool runs in ~25 min
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throw new OutOfSlidesException();

Questions?


